
Letter of Acknowledgement on the Protection of Personal Data 

Pursuant to the implementing agreement dated 1 July 2016 signed with the General Directorate of 
Highways ("GDH"), KMO Anadolu Otoyol İşletmesi A.Ş. ("KMO Anadolu A.Ş.") is responsible for 
the execution of the Northern Marmara Highway (Including the 3rd Bosphorus Bridge) Project 
Kurtköy-Akyazı (Including Link Roads) Section (the "Northern Marmara Highway Anatolian 
Section") Project.  

On the other hand, pursuant to the implementing agreement dated 1 July 2016 signed with the General 
Directorate of Highways ("GDH"), Avrupa Otoyolu Yatırım ve İşletme A.Ş. (Avrupa Otoyolu A.Ş.) is 
responsible for the execution of the Northern Marmara Highway (Including the 3rd Bosphorus Bridge) 
Project Kınalı-Odayeri (Including Link Roads) Section (the "Northern Marmara Highway European 
Section"). 

Both companies shall be referred to herein as "Northern Marmara Highway". 

As Northern Marmara Highway and in our capacity as data controller within the framework of the 
Law no. 6698 on the Protection of Personal Data ("LPPD"), we process the personal data of our users 
by means of automatic or non-automatic methods, under our contractual relationship with our users 
upon their passage from the Northern Marmara Highway and under Article 5/2 of the LPPD. 
As an organization that attributes great importance on the protection of personal data, we process the 
personal data of our users solely for required purposes, and for a required time period of time in which 
we pay the utmost attention to comply with the personal data processing principles and obligations 
under the relevant legislation, particularly under the Constitution of the Republic of Turkey, 
international conventions to which our country is a party, the LPPD and its secondary legislation and 
the guidance and principle decisions issued by the Personal Data Protection Board, and to take the 
administrative and technical measures necessary to ensure data safety. 

Please find below our statements concerning the conditions and circumstances under which the 
personal data of our Northern Marmara Highway users is processed. 

1. For security purposes, your images are taken by the cameras placed throughout the Northern 
Marmara Highway and at various points in the Highway Service Facility areas which are a part of 
the Northern Marmara Highway outbuildings. Such images are processed by automatic means 
within the scope of Article 5/2(ç) of the LPPD (It is obligatory for the data controller to fulfill 
his/her legal obligation). 

2. In order to collect a passage fee when you pass the toll gate and to conduct the examinations and 
inspections necessary to prevent any inconvenience on your part in the event of a faulty 
collection, your HGS/OGS tag information, your license plate information, your road passage 
images and, in the case that you pay at the toll gate, your pictures and audio (recorded by the 
cameras installed at toll gates) are processed automatically within the scope of Article 5/2(c) (It is 
obligatory to process personal data belonging to the parties of the agreement, provided that an 
agreement has been established or it is directly related to the performance of the agreement), 
Article 5/2(e) (Data processing is required to establish, use or protect a right) and Article 5/2(f) 
(The data controller must process data for his/her legitimate interests, provided that he/she does 
not impair the fundamental rights and freedoms of the related individual). 

3. Your HGS/OGS tag information, which is one of your personal data that is processed within the 
scope of Article 2, is shared with the bank or the PTT (Turkish Postal Service) branch to which 
your tag is linked in order to collect the related tolls through an electronic tag, pursuant to 
Articles 5/2(c) and 5/2(e) of the LPPD. Within the scope of such a sharing, a favorable or 
unfavorable authorization reply regarding the collection of your toll is provided to Northern 
Marmara Highway after the completion of an inquiry by the related bank/PTT concerning the 
authorization request, whether or not the electronic tag account balance is sufficient to cover the 
toll rate, whether or not an automatic payment order is in place. 

4. In the event that the bank/PTT branch to which your HGS/OGS tag is linked provides an 
unfavorable reply to the authorization request and that you choose from among the payment 
options offered to you by tollgate attendants not to pay at the toll gate, you will have made an 
illegal (unpaid) pass. In the event that your toll is not collected through the bank/PTT branch to 
which your HGS/OGS tag is linked within 15 days following an illegal (unpaid) pass, your 



vehicle information, as well as your vehicle ownership information, will be processed by 
Northern Marmara Highway within the scope of Articles 5/2(c), 5/2(ç) and 5/2(e) of the LPPD in 
order to ensure that our illegal (unpaid) pass penalty plus your toll is paid and that you are served 
a warning letter. Your vehicle and vehicle ownership information will then be shared with the 
postal service (PTT) to have your illegal pass notice ("Illegal Pass Notice") served in order to 
ensure that the related payment is made before legal proceedings are initiated. 

5. In the event of your non-payment of the toll and the penalty following your receipt of an Illegal 
Pass Notice, your vehicle and vehicle ownership information will be shared with the relevant 
judicial/official authorities and our proxies who shall prosecute the legal proceedings concerning 
the collection of fees by Northern Marmara Highway. 

6. Your personal data that you share during your calls with the Northern Marmara Highway call 
center representative is processed within the scope of Articles 5/2(c) and 5/2(f) in order to fulfill 
your request and shared with the related Northern Marmara Highway departments. 

7. When making an inquiry about your illegal (unpaid) pass on the Northern Marmara Highway 
website or the websites of KMO Anadolu A.Ş. and Avrupa Otoyolu A.Ş., if you log in using your 
(i) license plate number, (ii) T.R. ID number, (iii) tax number or (iv) IPN (Illegal Pass Notice) 
number; such personal data is automatically processed via the website within the scope of Article 
5/2(c) of the LPPD in order to complete your inquiry and for Northern Marmara Highway to 
fulfill your request. 

8. The images taken throughout the Northern Marmara Highway for security purposes as indicated 
in Article 1 may be shared with the law enforcement and competent government agencies upon 
an official request, within the scope of Article 5/2(ç) of the LPPD. 

Your personal data will not be processed, transferred to third parties or to abroad except in the 
situations mentioned above. 

Your personal data listed above shall be processed for a period projected in the related legislation for 
the storage of such data, if any, or for any period required for the purpose for which it is processed and 
shall be stored throughout the period of limitation determined for claiming a personal data-related 
right. In the event of expiration of such periods of time, your personal data shall be deleted, disposed 
of or anonymized in accordance with the legislative rules, either ex officio or immediately upon your 
request or during the earliest periodical disposal by Northern Marmara Highway. 

Within the framework of the LPPD and other applicable legislation, you shall be entitled to: 

i. Find out whether your personal data has been processed, 
ii. Request the relevant information if your personal data has been processed, 
iii. Find out the reason for processing your personal data and whether your personal data is used 

appropriately, 
iv. Learn about the third parties in and outside of the country to whom your personal data is 

transferred, 
v. Demand the correction of errors in the case of any missing or incorrectly processed personal 

data, 
vi. Request for the deletion or destruction of personal data within the framework of the conditions 

stipulated in the LPPD legislation, 
vii. Request the notification of the procedures carried out within articles v and vi to third parties to 

whom your personal data is transferred, 
viii. Contest the results of automatic processing in cases in which you believe that the analyzing of 

your processed data by means of exclusively automatic systems has produced unfavorable 
results, 

ix. Seek relief if you suffer any damage as a result of the unlawful processing of your personal data, 

In order to issue your request to use your rights under the LPPD within the framework of the 
provisions of the LPPD and the Communique on the Procedures and Principles on the Application to 
Data Controller, you can fill out the application form found on the Northern Marmara Highway web 
site (www.kuzeymarmaraotoyolu.com) and personally deliver or mail out the signed original together 
with the documentation authenticating your identity to the address Rumeli Feneri Cad. No: 280 
Garipçe Mah. 34450 Sarıyer/Istanbul. 

http://www.kuzeymarmaraotoyolu.com


Respectfully submitted for your information. 

Northern Marmara Highway


